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Privacy Policy

I, PURPOSE: The Andover Housing Authority collects and disseminates a great deal of personal
information about individuals. Records are maintained on employees of the agency, persons doing
business with the agency, and persons serviced by the agency, including applicant, tenants, and
landlords. The right to privacy is a personal and fundamental right protected by the Constitution of the
United States. To the best of its ability, the Andover Housing Authority shall provide safeguards for an
individual against an invasion of his privacy. Records will be maintained with appropriate administrative,
technical, and physical safeguards to ensure the security and confidentiality of records and to protect
against any anticipated threats or hazards to their security or integrity which could result in substantial

" harm, embarrassment, inconvenience, or unfairness to any individual on whom information is maintained.
In order to safeguard the privacy of individuals from possible infringement, either willful or accidental, we
have developed this policy in compliance with 760 CMR 8.00 and the Privacy Act of 1974,

II. DESIGNEE: The Andover Housing Authority designates the Executive Director as the officer
immediately responsible for the privacy, confidentiality, and security of personal data consistent with

M.G.L. c. 66A.
III PERSONAL DATA GUIDLINES:
A. The Andover Housing Authority shall not collect or maintain more personal data than
reasonably necessary for the performance of than it's legally authorized functions.
B. An individual must be permitted to determine what records pertaining to him are collected,
maintained, used or disseminated by the Mashpee Housing Authority.
C. An individual must be allowed to prevent records pertaining to him, which were collected for
a specific purpose, to be made available for another purpose without his consent.
D. An individual must be allowed access to information pertaining to him in agency records and
to have a copy made of all or any part of that information.
E. An individual must be given the right to seek correction or amendment of any agency record
‘ pertaining to him.
F. . The Andover Housing Authority may not collect, maintain, use or disseminate any record
identifying personal information unless it is for a necessary and lawful purpose.
G. Andover Housing Authority must assure that any information it does collect, maintain, use or

disseminate is current and accurate for its intended use, and that adequate safeguards exist
to prevent misuse of information.

H. - Andover Housing Authority employees should exercise sound judgment in deciding what
constitutes sensitive information. Such information as hame, address, status, disposition,
arrest record, date of birth, social security number, medical records, financial status, and
similar information would be considered sensitive.

1. In each tenant/resident file, the housing authority will maintain a list of the persons,
agencies, or entities (other than authorized housing authority employees), which have gained

access to the file.
J. These guidelines apply to all records, automated and manua!

IV: MANUAL RECORDS: Manual records should be maintained subject to the following minimum
safeguards:
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A. During working hours, the area in which the records are maintained, or regularly used, should be
carefully monitored by authorized personnel. '

B. Care should be taken to ensure that sensitive information in files or on desktops not be visible to
unauthorized personnel.

C. During non-working hours, access to the records should be restricted by their storage in locked

file cabinets or a locked room.

Care should be taken to ensure that master keys are not available to unauthorized personnel

When a tenant/applicant file is being viewed by an authorized person who is not an employee of

the housing authority, the person must sign in on the sheet provided in the file.

F. At no time will an person who is not a housing authority employee be able to view, handle, or
copy anything in the file without an employee present. When copying is being done, the custody
of the file must remain with the housing authority employee.

mo

V: COMPUTERIZED RECORDS: Computerized records should be maintained subject to the following
minimum safeguards:
A. During working hours, computer monitors in which records are maintained or regularly used
should have timed screen savers or password requirements to access the records.
B. During non-working hours, all computer systems should be shut down to original sigh-on screen.
C. Care should be taken to ensure that sensitive information not be visible on the screen to
unauthorized personnel.

VI: COPYING OF RECORDS: If an individual requests a copy of their record, for personal or legal
reasons, the individual requesting the copy may be asked to put their request in writing and may be
asked to sign a receipt for the copies. Said receipt will be maintained at the housing authority. If the
individual’s request will require a substantial amount of staff time, the individual will be informed of when
the copies will be ready to be picked up or mailed. One copy will be provided at no expense to the
individual. More than one copy, or copies of information that has already been provided to the individual
once, will be done for the standard fee currently being charged by the Andover Housing Authority for

copying which is per page.

VII: RELEASE OF INFORMATION IN FILE: To insure that no personal information is released to any
substitute, proxy, or representative (legal or otherwise) for the tenant/applicant that is not duly
authorized to receive it, the housing authority will required that a signed release of information be on-file
with the housing authority before speaking with or providing written information to anyone other than
the tenant/applicant. The signed release must contain the tenant/applicant’s printed name, signed name,
and control # (if an applicant). The housing authority, at its discretion, may require other identifying
information, as well (i.e. birth date, social security number). All signed releases must be dated within the

past 12 months..

VIII: DESTRUCTION OF RECORDS: The destruction of records should be sufficient to prevent the
association of any individual name or identifier with any information pertaining to that individual. The
Andover Housing Authority’s acceptable method of destruction is shredding.

I¥: EMPLOYEE REFERENCES: Reqguests for employee references and employment record information
will only be provided to a third-party when the employee has given authorization to the Executive
Director or the Asst. Director to release the information. Only the Executive Director and the Asst.
Executive Director are authorized to provide employment information to a third-party.

- Adopted by the Board of Commissioners on



. comparable special act.
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760 CMR 8.00:
PRIVACY AND CONFIDENTIALITY

8.01: Applicability and Definitions

8.02: Informed Consent
8.03: Collection and Maintenance of Personal Data

8.04: Access to Personal Data
8.05: Objections and Administrative Appeals
8.06: Administration and Enforcement

8.01: Applicability and Definitions

760 CMR 8.00 shall be effective on November 15, 1996. 760 CMR 8.00 replaces prior
regulations appearing at 751 CMR 7.00.

The definitions of data subject, personal data, and personal data system appear in M.G.L. ¢, 66A,
§ 1. In addition, the following definitions apply:

Department - the Massachusetts Department of Housing and Community Development.

Holder - A local housing authority, redevelopment authority and any other person or entity
which has a written contract, agreement or arrangement with a local housing authority or
redevelopment authority to hold personal data in performing a governmental or public function

or purpose.

LHA - alocal or regional housing authority established under M.G.L. c. 121B, § 3 or § 3A, ora

LRA - alocal redevelopment authority established under M.G.L. c. 121B, § 4.

8.02: Informed Consent

A data subject may give or withhold informed consent when requested by a holder to provide
personal data.

(1) Written Statement from Holder. Consent will be deemed "informed consent" only if the
holder provides to the data subject a written statement containing the following information and
the data subject indicates his/her written understanding and agreement:

(a) an explanation of how the requested data will be used and held;

(b) the identity of persons, entities or agencies who will receive or hold the data, and an
assurance that all holders will keep the data confidential;

(c) an offer to answer any inquiries concerning the data, indicating the data subject's right to
object in accordance with 760 CMR 8.05; and,



(d) any legal requirements to provide the requested data and any legal or administrative
consequences arising from a decision to withhold the data.

(2) Separate Approval for Data Use. Except where otherwise provided by statute or judicial
order, personal data collected for one purpose shall not be used for another unrelated purpose
without the informed consent of the data subject.

8.03: Collection and Maintenance of Personal Data

(1) Designation of Personal Data Officer. Each LHA and LRA shall designate one individual to
serve as the officer immediately responsible for the privacy, confidentiality, and security of
personal data consistent with M.G.L. c. 66A.

(2) Limit on Personal Data. A Holder shall not collect or maintain more personal data than
reasonably necessary for the performance of the holder's legally authorized functions.

8.04:: Access to Personal Data

(1) Contracts or Agreements with a Holder to Perform a Public or Governmental Purpose. A
LHA or LRA shall allow another person, entity or agency to hold personal data for a
governmental function or purpose only by written contract, agreement, or arrangement. Such
contract, agreement, or arrangement shall contain provisions expressly informing the other
person, entity or agency of its status as a Holder and covering its legal obligations as such.

(2) Dissemination of Personal Data - General. A Holder shall not allow any individual, agency,
ot entity not employed by the Holder or under contract or agreement with the Holder under 760

CMR 8.04(1) to have access to personal data unless such access is:

(a) authorized by statute or by regulations which are consistent with the purposes of M.G.L. c.
66A; or ‘

(b) approved by the data subject, unless the data subject is not entitled to access.

(3) Access bv Phvsicians in an Emergency. A Holder may disseminate medical or psychiatric
data to a physician treating a data subject, upon the request of the physician, if a medical or
psychiatric emergency arises precluding the data subject from approving the release of the data.
Upon termination of the emergency, the Holder shall give notice to the data subject about the

physician's access.

(4) Access by the Department. A Holder shall permit authorized employees of the Department to
have access to personal data for the performance of legally authorized duties and responsibilities
and shall disseminate personal data to the Department upon its request.

(5) Access by Holder Personnel and Board Members. A Holder shall:
(a) design personnel procedures which limit the number of employees whose duties involve
access to personal data and train existing persqnnel concerning standards of confidentiality and

security required by 760 CMR 8.00;

(b) permit only those employees whose duties require access to have access to personal data; and




(c) strictly limit board member access to personal data concerning an applicant or tenant to
situations where there is a need for access in order for the board to conduct business properly.

(6) Access bv Data Subject. A data subject or his/her duly authorized representative shall have
access to, as well as the right to inspect and copy, any personal data concerning him/her, unless

prohibited by law or judicial order.

(7) Denial of Access to Data Subject. A Holder shall not rely on any exception contained in
M.G.L. c. 4, § 7 clause twenty-sixth (public records law) to withhold personal data from a data
subject. A Holder may deny a request by a data subject or his/her authorized representative for

access to personal data if:
(a) the denial of access is expressly permitted by statute; or

(b) the personal data is currently the subject of an investigation and its disclosure would probably
so prejudice the possibility of effective law enforcement that the disclosure would not be in the
public interest. 760 CMR 8.04(7) is not intended to limit any right or power of access the data
subject might have under pertinent administrative or judicial procedures. Such personal data may
be withheld for the time for completion of the investigation and commencement of an
administrative or judicial proceeding on its basis, or for one year from the commencement of the

investigation, whichever occurs first.

(8) Notice of Denial. A Holder shall notify a data subject in writing of any denial of his/her
request for access, the reasons therefore, and the right of appeal set forth in 760 CMR 8.05.

(9) List of Data Requests. A Holder shall, at the request of a data subject, provide a written list of
the uses made of his/her personal data, including any persons, agencies, or entities which have
gained access to the personal data.

(10) Holder Authoritv to Make Additional Access Rules. A Holder may adopt reasonable written
rules governing access to personal data, consistent with 760 CMR 8.00 and all pertinent statutes

which:

(a) insure that any substitute or proxy for the data subject be duly authorized by him/her;

(b) regulate the time and place for inspection and the manner and cost of copying, provided that
the time for inspection shall not be unduly restricted, and the fee for copies shall not exceed that
allowed for public records under the Freedom of Information regulations of the Massachusetts

Supervisor of Public Records; and

(c) require that data be reviewed in the presence of or under the supervision of the Holder.

(11) Judicial or Administrative Orders. Any Holder served with a subpoena or other judicial or
administrative order directing it to disclose a data subject's personal data shall, unless otherwise
prohibited by law or judicial order, immediately give notice to the data subject. Such notice,
where possible, shall include a copy of the subpoena or order, except where the data subject

- himself requests the order or is otherwise obviously aware of its existence. The holder, wherever
legally and practically possible, shall allow the data subject adequate time to attempt to secure a

court order to quash the subpoena or order.



(12) Record of Data Access and Use. Each Holder shall maintain a complete and accurate record
of every access to any personal data by persons, agencies, or entities other than the holder,
including the identity of all such persons, agencies, and entities and their intended use of the

data.

(13) Phvsical Safetv of Data. A Holder shaﬂ take all reasonable measures to protect personal data
from physical damage or removal.

8.05: Objections and Administrative Appeals

(1) Data Subject's Right to Object. A data subject who objects to the accuracy, completeness,
pertinence, timeliness, relevance, use, or dissemination of his/her personal data or the denial of
access to his/her personal data, may personally, or through a duly authorized representative, file
an objection with the personal data officer.

(2) Meritorious and Non-meritorious Objections. The personal data officer shall investigate the
validity of the objection within 30 days of receipt and

(a) if the objection is found to be meritorious, he or she shall correct or amend the data or the
methods for the use or dissemination of the data, or as appropriate, permit access by the data
subject to the data; or

(b) if the objection is found to lack merit, provide the data subject the opportunity to have a
statement reflecting his/her views recorded and included with any subsequent dissemination of

the personal data in question.

(3) Data Subject Appeal. Any data subject, including an applicant or tenant, or his/her authorized
representative may appeal the personal data officer's decision pursuant to the LHA or LRA

grievance procedures.

8.06: Administration and Enforcement

(1) Data System Notices to Secretary of State. Each Holder shall upon the establishment,
termination, or change in the character of a personal data system, file a notice with the
Massachusetts Secretary of State pursuant to M.G.L. c. 30, § 63.

(2) Departmental Power of Review. The Department may from time to time review the
procedures of a Holder under 760 CMR 8.00. If the Department finds the procedures deficient,
the Department shall direct corrective measures.

(3) Legal Action. Any Holder which violates a provision of M.G.L. c. 66A may be subject to
legal action pursuant to M.G.L. c. 214, § 3B.

REGULATORY AUTHORITY

760 CMR 8.00: M.G.L. c. 66A; c. 30, §3; c. 214, § 3B and Mass. Exec. Order No. 111 - Fair
Information Practices.




Privacy and Confidentiality Regulations

Certainly, housing authorities possess a great amount of personal data on many individuals. They
serve particularly as a repository for very personal data on their thousands of residents throughout
Massachusetts. As one may suspect, DHCD has issued regulations pursuant to this issue.

The issue of privacy and confidentiality is one about which boards should have a basic knowledge
so that difficulties can be avoided. Unfortunately, the circumstances surrounding this sensitive
issue usually involve some degree of emotion - sometimes highly charged emotion. Holders of
information and “data subjects” (the individuals on which the agency holds personal information)
can find themselves taking extremely firm and absolute positions which can easily lead to

litigation. Feelings can run very high.

"The-answer, of course; is to address the matter in a deliberate manner, always being
knowledgeable of the fact that the law is very clear and if followed carefully, most extreme
situations can be avoided. Unfortunately, situations arise where little time is available for
decision-making. Taking seriously the protection of personal data beforehand and following the

regulations can be the best safeguard.

A summary of the Privacy and Confidentiality Regulation has been inserted in this Board
Member s Handbook. It is provided to raise the consciousness of LHA boards to the fact that
one’s right to privacy is protected by law. A brief training session given by the board’s legal
counsel is very helpful for new board membets and serves as a refresher for others,

. Privacy and Confidentiality Regulations

'The Privacy and Confidentiality regulations 760 CMR 8.00 apply to the collection, maintenance
and dissemination of personal data contained in manual or computerized personal data systems.

Any noncompliance of these regulations can lead to a review by the Secretary and/or Attorney
General for action pursuant to M.G.L.c.214 section 3B,

Requirements of Holder
'The regulation mandates that a holder shall not collect, maintain, or dlssemmate any personal data

other than that which is essential for the performance of functions authorized by law.
Furthermore, a holder shall not allow any other entity or individual not employed by the holder to

have access to personal data unless such access is authorized by statute or regulation, or is
approved by the holder and by the data subject whose personal data is held.
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Actions for Non-Compliance
Any agency of the Executive Office of Communities and Development which violates the terms of

these regulations may be liable to individuals injured, to legal action to enjoin such violations
brought by the Attorney General, and to administrative action by the Secretary to remove
authorization to hold personal data.

What is a Public Record?

The statute defines it-as:

A written or printed book, paper, map, plan, photo, or photographic copy which is the property of
the state or a subdivision thereof;

1. In which any entry has been made or is required to be made by law;

2. or which any officer or employee of the state or subdivision thereof has received, or is required

by law to receive for filing;

3. records of meetings or hearings where required by law to be kept;

4. official correspondence of any officer or employee of the state or a subdivision thereof.

The Real Criterion
Note that the hallmark which constitutes a public record is the fact that it is required to be kept by

law. Unless a statute can be pointed to, under which the record is required to be kept, the writing
in question is not a public record.

The criterion is not confidentiality, relevance, convenience, fairness, or the right of the public or
the taxpayer to know the facts. The sole question is “Does the law require this record to be
kept?” If the answer is yes, it is a public record.

Exceptions to this rule:exist only where specifically spelled out be statute. Thus the statute
provides that in some cases, as for instance when a personal reputation is at stake, a body may
conduct a hearing in executive, rather than in public session, and that the record of such hearing
need not be made public until a certain time after the “emergency” has ceased.

Official Correspondence
Itis in this area of official correspondence that great differences of opinion will arise.

The following criteria are suggested:

The key word is “official.” This connotes that the act is one required by law. It connotes the
exercise by a writing of a decision-making process in an area where such a decision is required by
the DHCD of a budgetary or proposed budgetary action of an LHA, by letter, is “official”
.correspondence,and therefore, a public record. '
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Board Involvement in the Privacy and Confidentiality Matters

- Boards need to help set the tone for respect of confidential data by providing the staff with good
examples of legal and professional decorum. The following letter from James Stockard, one of the
nation’s foremost consultants in public housing, significantly contributes to answering the
question put to him by a Massachusetts LHA board member: To what extent can a

commissioner have access to the agency’s files?

Excerpts from his letter (sent in May, 1'988) still have great value and help to explain the delicate
difference between the spirit and the letter of the privacy and confidentiality laws and regulations:

The simple answer to your question is that legally a commissioner of a housing authority has full
access to absolutely any document in the authority’s possession. The commissioners, again in a
legal sense, are the authority. The board is that entity which acts as the authority and, therefore,
. any material which the authority possesses may be examined by a commissioner for the purpose
of making policy decisions about the authority and its work. '

But the answer is too simple. There are at least three good reasons for not looking at the files.
First, our job at the authority almost never requires us to see the files. Second, we risk violating
the privacy laws: And finally, we may damage the authority’s reputation by creating the
impression of doing something wrong, even if we're not. More about these later:

The hard question then, is when should a commissioner examine the files? Particularly critical
is the issue of when it is appropriate and advisable for a commissioner to look at records of
individuals who are either residents of the authority, applicants to live in the authority’s housing
or employees of the agency. This is a question not only of legality but appropriateness, and of
wisdom and good judgment. The fundamental question which any commissioner should ask
himself or herself when thinking of reviewing normally private records of the authority is, “Why
do I need io see this?” There should be some compelling policy-related reason for a
commissioner to examine either files of residents or waiting list information or staff personnel
folders or any of the other documents to which the general public would not have access. For
the most part, those compelling reasons do no exist. I can tell you, in over fourteen years as a
commissioner; I havewrever examined a single resident’s folder or reviewed the names on our
waiting list. Further, I have never reviewed a single personnel folder of a staff member. In
surnmary, my personal policy is never to look at folders relating to individuals. :

As I mentioned above,'there are several reasons for this. First is the nature of the
comrmissioner’s role at the authority. We are policy makers. That means we make general rules
which guide the staff inmaking decisions about individual cases. The staff is responsible for
daily operations and decision-making. We decide on lease policies and rules of acceptable
behavior, and the staff applies them to individuals. We decide on tenant selection policies, and
the staff applies them to individuals. We decide on goals and general personnel practices for the
» authority.and the staff applies those to individual employees through evaluation and promotion
programs. Since we make large scale decisions about groups of people and not decisions about
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This area of access to files is complex and making judgments is hard. I would advocate to the
commissioners that they put up a very strong barrier for themselves in deciding whether or not to
examine normally private records of the authority. People are entitled to their privacy. We are
policy makers, not administrators or executives and we should generally deal only with large
collections of information or large policy questions. That large barrier should keep us from
examining these records in virtually every incidence I can imagine. However, the barrier may
need to have a small gate in it and on those very rare occasions when there is an important
policy implication of a decision to be made by the authority or where legal issues are involved
and there is a very documentable, clear need to have a piece of information which is normally
privileged, I am confident that it is your right to have it. I only \encourage commissioners to
think very, very hard about the risks involved in having the information so that they are certain
benefits from their having it are greater in a public sense than the risks they take in gaining that
knowledge,

I hope this is somewhat helpful to you in understanding the complexity of this issue. It is not an
easy question. We have struggled for years to find ways to appropriately explain it to
commissioners, but I am persuaded that commissioners acting in good faith can learn the
subtleties of these decisions. It seems more important to me that we try to learn them than that
we take a very simplistic approach to the question and simply deny access to these records. I
applaud.your determination to serve your authority in a positive and constructive way.

(signed)
Jim Stockard
Commissioners Training Program Director

*now 760 CMR 8.00, the Privacy and Confidentiality Regulations; and 760 CMR 5.00 DHCD’s
Eligibility and Selection Criteria Regulations
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ANDOVER HOUSING AUTHORITY

100 Morton Street Andover, Mass. 01810 Tel. 978-475-2365 FAX:978-475-0313
TDD 1-800-545-1833 X372

To: All Employees and Commissioners

From: Christine Metzemaekers-Executive Director

Date: 2-21-2014

Re: AHA Privacy Policy

Attached is the AHA Privacy Policy as adopted by the Board of Commissioners of the

AHA at the Regular Monthly Meeting held on 2-20-14. Please sign and return the
acknowledgement of receipt of the policy to this office as soon as possible. Please keep

the Privacy Policy for your records.

Thank You.

I, acknowledge receipt of the AHA Privacy Policy
Please Print

Signed:
Date:

An Equal Opportunity Employer






751 CMR:; EXECUTIVE OFFIGE OF COMMUNITIES AND DEVELOPMENT

751 CMR 7.00: PRIVACY AND CONFIDENTIALITY

Section

7.01:  General Provisions

7.02: Definitions : ) -
7.03: Collection, Maintenance and Dissemination of Personal Data
7.04: Individual Rights and Safeguards Co- '

7.01: General Provisions

(1) Scope and Purpose. Except where otherwise provided by law or judicial
order the provision of these regulations shall apply to the collection,
maintenance, and dissemination of perscnal data contained in manual or
computerized personal data systems. These regulations shall not apply to:
(@) Criminal offender record information as defined in M.G.L. c. 6, s. 167;
(b) Intelligence, analytical, or investigative criminal reports nor criminal
evaluative data to the extent that the disclosure of such to a data subject
would endanger the life or well-being of any person; and,
{c) Personal data or other data which is not contained in a personal data
system. .t . )

(2) Application to Agencies. Except where otherwise provided by law or
judicial order, these regulations shall apply to all agencies of the Executive
Office of Communities and Development and to all local housing and
redevelopment authorities of the cities and town, pursuant to M.G.L. c. 66A,s. 3
as added by St. 1975, c. 776, s. 1, and for any holder, as defined under 751 CMR
7.02(h). With respect to local housing authorities, these regulations shall remain
in force and effect until superseded by other regulations to be promulgated by
the Secretary applying to housing authorities.

7.02: Definitions

12/31/86

Agency. Agency shall mean the Commonwealth or any of its departments,
authorities established by the General Court to serve a public purpose having
either state-wide or local jurisdiction, boards, and commissions, or other entities.

Agency of the Executive Office of Communities and Development. Agency of
the Executive Office of Communities and Development shall mean the

Department of Community Affairs, and all other state agencies within said
department; the mobile homes commission, and the American and Canadian
French Cultural Exchange Commission; and any division, bureau, section, office
or other subunit of said agencies or of the Executive Office of Communities and
Development created by statute or executive order, or established pursuant to
the power of the secretary under M.G.L. c. 23B, 5. 4, as amended by St. 1975,
c. 163, 8. 2. .

Audit Trail. Audit Trail shall mean a recording by a holder of all persons who
obtain access to the personal records of a data subject.

Collects. Collects shall mean gathers, obtains, or receives.

Data Subject. Data subject- shall mean any person conceming whom personal
data is heid for any purpose, whether or not he has knowledge of such holding.

Disseminates. Disseminates shall mean transfers for any purpose from a holder
to any other agency, person, or entity. ) '
Holder. Holder shall mean any agency which holds personal data and to which
these regulations apply pursuant to 751 CMR 7.01(2) and any other person or
entity who or which enters into a contract or other agresment with such agency
to hold personal data. .

Holds. ‘Holds shall mean -collects, maintains, or disseminates, whether manually,

mechanically, or electronically.
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751 CMR: EXECUTIVE OFFICE OF COMMUNITIES AND DEVELOPMENT

7.02: continued .

Maintains. Maintains shall mean stores, updates, or corrects.

Personal Data, Personal data shall mean any data regarding an individual
including personal identifiers, and including, but not necessarily limited to that
which related to the examination, care, custody, treatment, support, or
rehabilitation of the individual, medical, psychological, psychiatric, social,
financial, and vocational data, and which is. normally contained in case files,
personnel files, or similar files. The term "personal data” shall be applied to
data maintained in either manual or computerized form or any combination
thereof, including "public records” as defined in M.G.L. c. 4, s. 7 as amended by
St. 1973, c. 1050. ’ : . )

Personal Data System. Personal Data System shall mean a collection of records;
(a) most of which contain personal data; or,
{b} a substantial number of which contain personal data, where access to the
records can be gained by the use of a personal identifier.

Personal ldentifier, Personal Identifier shall mean any element of data which
may be used to fix a person's identity either by itself or when combined with
other data accessible to the holder of such data and which may include, but is
not necessarily limited to: name, address, social security number, date of birth,
race, zip code, mother's given name, mother's maiden name, or any letters of
the mother's given or maiden name. -

Secretary. Secretary shall mean the Secretary of Communities and Development |
as he is the executive and administrative head of the Executive Office of
Communities and Development pursuant to M.G.L. c. 6A and of the Department
of Community Affairs pursuant to M.G.L. c. 238, s. 1 as amended by St. 1875,
c. 163, 5. 1.

7.03: Collection, Maintenance, and Dissemination of Personal Data

12/31/886

(1) Personal Data. ’
{a) Ceneral. Except where otherwise provided by statute, or judicial order,
a hoider shall not collect, maintain, or disseminate any personal data other
than that which is essential for the performance of functions authorized by
law.
{b) Identification and Assurance as Essential. A holder shall identify the
kinds of personal data heid and shall assure that the holding of such data is
essential for the performance of functions authorized by law:
1. Any holder intending to establish any personal data system shall
provide notices in generally read newspapers. in communities throughout
the Commonwealth, and shall take other reasonable means of drawing
attention to such system prior to its establishment;
2. A holder shall record statements of identification and assurance in an
individual fils accessible to periodic examination by the Secretary or his
designee, and shall include such statements in the notice and snnual
report to be submitted pursuant to 751 CMR 7.02(2)(g); and,
3. _A holder, to the extent possible at the time of collection of data, shall
include statements of identification and assurance in the context of
informed consent procedures conducted pursuant to 751 CMR 7.04(2)(a)
and 7.04(2)(b).
{c) Review by the Secretary. The Secretary or his designee, may review the
- procedures of any agency relating to conformance with these regulations. If
the Secretary or his designee, should find that.an agency is not conforming to
the procedures set forth in these regulations, the Secretary may direct the
head of the agency to arrange for compliance forthwith, The Secretary shall
_report further violations to the Attomey General for action pursuant to
M.G.L. ¢. 214, s, 3B.
(d) Power of the Commissioner of Administration. - Pursuant to M.G.L.
c. 66A, 5. 3 as added by St. 1975, c. 776, 8. 1, the Commissioner must approve
rules and regulations promulgated by the Secretaries of the executive offices
of the Commonwealth to implement the Fair Information Practices Act.
(e) Public_Inquiry. Where an individual has reason to believe that personal
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data relating to him is held, but where the specific holder of such data is
unknown to him, the Secretary or his designee, upon written request from the
individual, shall within thirty (30) days make every reasonable effort to

locate all such personal data held by the agencies’ affected by these -

regulations. - .
() Holder Agreements. All agencies of the Executive Office of

Communities and Development holding personal data shall assure that all

agreements affecting the collection, maintenance, or dissemination of
personal data established between a holder and a person or entity not
otherwise subject to these regulations, shall contain provisions requiring
compliance with the regulations., In the absence of such agreements,
agencies shall not allow for the collection, maintenance or dissemination of

. personal data and shall arrange for the development of agreements requiring

@

compliance with these regulations. The Attorney General may treat the
violation of such agreements or the absence thereof as a violation of M.G.L.
c. 214, s. 3B. '

Administration of Personal Data,
(a) Expungement of Obsolete Data. FEach holder shall develop and
implement a definite plan for the expungement of obsolete data with the
approval of the Records Conservation Board pursuant to M.G.L. c. 30, s. 42.
(b) Use of Personal Data for Unrelated Except where otherwise
provided by statute or judicial order, personal data collected for one purpose,
shall not be used for another unrelated purpose without the informed consent
of the data subject pursuant to 751 CMR 7.04 (2)(a) and (b). )
(c) Access by Non-Holders. A holder shall not allow any other entity or
individual not employed by the holder to have access to personal data unless
such access is authorized by statute or regulation, or is approved by the
holder and by the data subject whose personal data is held.
(d) Personnel Security. Each holder shall permit only those employees
whose duties require access, to have access to personal data, and shall:
1. Design personnel procedures which limit the number of empioyees
whose duties involve access to personal data;
2. Train existing personnel conceming standards of confidentiality and
security required by these regulations;
3. Screen prospective personnel with regard to previous work experience
with personal data and corresponding violations of confidentiality; and,
4. Ensure that all personnel working with or having access to personal
data are familiar with these regulations, the provisions of St. 1975, c. 766,
-and other pertinent legislation,
{(e) Physical Security. Each holder shall take all reasonable steps for the
protection of data from physical damage or removal, including procedures
providing for:
1. Adequate fire detection and sprinkling systems;
2. Protection against water and smoke damage;
3. Alarm systems, safes and locked files, window bars, security guards or
any other devices reasonably expected to prevent loss through larceny or
other means of removal form manually held data, including files, tapes,
cards and like materials; and,
4, Passwords, keys, badges, access logs, or other methods reasonably
expected to prevent loss through larceny or other means of removal for
mechanically or electronically held data. ’
() Duplicate Files.
1. Each hoider shall insure that the number of duplicate files of personal
data is maintained at an absolute minimum. o
2. Each holder shall insure that any duplicate file systems are
maintained consistent with the requirements of these regulations.
(8) Notice and Annual Report to the Secrstary of State and the Secretary.
The secretary shall by September 1, 1976, and annually, thereafter, and upon
the subsequent establishment, termination, or change in character of a
personal data system, file a report with the Secretary of State regarding each
personal data system it operates. Such report shall include, but not
necessarily be limited to the following information;
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“to 751 CMR 7.03(1)(b);

1. the name of each system and the title and addresé of the person in‘

charge of it;

2. the nature and purpose of each system;

3. the identification of the types, categories, uses and sources of data
held in each system and the assurance that such data is essential, pursuant

4. the approximate number of individuals about whom data is held in

~ each system;

5. whether and to what extent the data is held in computerized form;

6. a description of each person and organization having access to each
system;

7. a description of the policies and practices of the holder with regard to
data maintenance, and retention, and disposal;

8. a description of the manner in which any individual, who believes that
data about him is held in the system, may have a search made, and, if
such data is so held, may inspect, copy, and object to it as provided in
_these regulations; ' )

9. a description of other actions taken to comply with these regulations
and Massachusetts Law, particularly M.G.L. c. 66A, and,

10. a statement that this report is available upon reguest in compliance
with these regulations.

(h) Audit Trail. Each holder shall maintain the most feasibly precise records
of every access to and use of the personal data it holds, as well as the
purposes for such, consistent with the following; )

1. where such data is held in computerized form, the data system shall
have the capacity for a program or programs to electronically record the
names of all persons collecting, examining or using data and the purpose
of such collection, examination, or use;
2. where the data is held in manual form, the holder shall require that a
manual notation be made, to the maximum extent possible, of the names
of all persons collecting, examining, or using data and the purposes of
such collection, examination or use;
3. where a room is maintained solely for the purpose of holding data, the
holder shall maintain a log which records the names of persons having
entered the room and the times of such entrance;
4. where no room is maintained solely for the purpose of holding data,
the holder shall maintain a log which records the names of persons
actually working with such data, and the dates and lengths of time of such
use;
5. the audit trail developed shall be deemed part of the data held, and
shall thereby be accessible only to the following persons; )
a. the data subject or his authorized representative;
b. individuals authorized to have access in accordance with 751 CMR
7.03(2)(d); and,
c. the Secretary or his designee for purposes of reviewing and
monitoring compliance with these regulations. -

(i) Periodic Review of Personal Data Held. Each holder shall, at least once
every twenty-four (24) months, review its personal date system(s) with
respect to the accuracy, current need, relevance, and timeliness of data held,
and shall adhere to the following provisions;

()

1. each holder shall adopt a written plan for such review, describing the
systems involved, the schedule for such review, and the persons making
the review. Each holder shall submit such review plan to the Secretary or
his designee. The plan shall be a public record; .

2. immediately following the completion of such a review, the persons
who conducted the review shall make a written report describing the files,
tapes, records, films, or data reviewed and the degree of conformance by
the holder with these regulations; and,

3. a copy of the report shall be submitted to the agency head under
whose authority the personal data system is maintained and to the
Secretary or his designee. .

Holding -~ Notice to Data Subiect. The Secretary may direct holders of

personal data to inform data subjects of their ;ights under these regulations

12/31/86
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and M.G.L. c. 66A. M.G.L. c. 214, s. 3B and of the type of data held by the
holder, the length of time of such holding, and the expected uses of such data.
(k) Dissemination -- Notice to Subsequent Holders. Each holder, when .
disseminating personal data, shall insure that any subsequent holder is aware
of and agrees to comply with the requirements of these regulations, St. 1975,
c. 766, other pertinent statutes, Executive Order No. 111 (Fair Information
Practices), and any written policy directives developed by such holder
relating to the use of such data, and shall take all reasonable steps to assure
that such data is used only in accordance with such mandates.
(1) Objection by Data Subject -- Dispensing Holding Activities. A data
subject may file an objection with a holder regarding procedures for holding
data or the types of data held, in accordance with 751 CMR 7.04(4). During
the pendency of any objection, except where otherwise provided by law or
judicial order the holder in question shall make all reasonable attempts to
dispense with any further holding activities beyond mere storage, relating to
the particular data in question, until such objection has been resolved.
(m) Subpoena -- Special Notice. Any holder served with a subpoena or other
judicial or administrative order directing it to disseminate personal data,
unless otherwise prohibited by law or-judicial order, shall immediately give -
notice of such fact to the data subject to whom the data in demand relates.
Such notice, where possible, shall include a copy of the order, except where
the data subject himself requests the order or is otherwise obviously aware of
its existence. The holder, wherever legally and practically possible, shall
allow the.data subject ample time to quash the order prior to complying with -
the order. - .
(n) Master Plan.
1. Each holder, prior to the computerization or automation of any
existing personal data system prior to the initial development of any new
manual or computerized system, shall establish, in writing, a master plan
containing the following elements;
a. identification and justification of persomal deta as essential in
accordance with 751 CMR 7.03(1);
b. brief descriptions of existing or planned agreements involving the
holding of personal data in accordance with 751 CMR 7.03(1)(f):
c. statements reflecting proposed action on and compliance with
each of the mandates presented in this part, particularly, the provision
of an annual report and a written plan for periodic review of data held,
in accordance with 751 CMR 7.03(2)(g) and (i); and,
d. The identification of foreseeable threats to the security of
personal data held, and a corresponding description of all measures to
be employed as safeguards designed to avoid or mitigate such threats,
including but not necessarily limited to, plans involving personnel
training relating to data system operations and these regulations.
2. No existing manual system shall be computerized or automated, nor
shall any new manual or computerized system be established until the
Secretary or his designee has given approval to the plan, in writing, to the
holder. : :
(0) Funding Applications. Any holder applying for a loan, grant, contract or
appropriation to fund a project involving the holding of personal.data in a
personal data system shall include in such application a funding request for
financing the protection of the privacy of personal data and for compliance
with these regulations.

(3) Enforcement.

(a) Sanctions. - . ) . : :
1. Employees of the Executive Office of Communities and
Development: ‘Any employee of the Executive Office of Communities and
Development found breaching the confidentiality of data subjects through
violation of these regulations shall be subject to reprimand, suspension,
dismissal, or other disciplinary actions by the holder or employer agency
consistent with any rules and regulations of the Executive Office and the
Commonwealth which may govem its employees, and may be denied
future access to personal data and removed from any holding
responsibilities. .
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2. Agencies of the Executive Office of Communities and Development:
Any agency of the Executive Office of Communities and Development
which violates the terms of these regulations may be liable to individuals
injured, pursuant to M.G.L. c. 214, s. 3B as added by St. 1975, c. 766, s. 3,
to legal action to enjoin such violations brought by the Attomey General,
and to administrative action by the Secretary to remove authorization to
hold personal data.

3. Non-agency holders: Any holder, other than an agency defined under
751 CMR 7.02(b), found breaching the confidentiality of data subjects
through violation of these regulauons shall be subject to a review and an
investigation by the appropria.e contracting agency of the Executive
Office of Communities and Development which may lead to suspension of
any contractual relationship and to legal sanctions brought by the
Attomey General.

(b)_ Momtonng and enforcement.

The Secretary or his designee shall be responsible for the monitoring

of compliance with these regulations in cooperation with the Department
of the Attorney General pursuant to M.G.L. ¢. 214, s. 3B, as added by
St. 1975, c. 766, s. 3.
2, The commissioner of administration or his designee, pursuant to
M.G.L. c¢. 66A, s. 3 as added by St. 1975, c. 766, s. 3, shall exercise his
approval authority with regard to rules and regulations promulgated by
the Secretaries of the other executive offices of the Commonwealth.

7.04: Individual Rights and Safeguards

12/31/86

(1) Information Officers.

(a) Officer designation. Each holder, as defined under 751 CMR 7.02(h) shall
designate a person, or persons, to serve as the officer, or officers,
responsible for any personal data systems maintained by such holder.
(b} Duties and Responsibilities. The officer described in 751 CMR 7.04(1)(a)
shall insure that all data subjects enjoy the rights provided under these
regulations, and under St, 1975, c. 766, and he shall —

1. Receive complaints and ob)ections;

2. Answer questions; and,

3. Direct operations with respect to the privacy, confidentiality, and

security of personal data.

2) lnformed Informed Consent.

(a) Right to Give or to Withold Informed Consent. Each data subject may

give or withhold informed consent when requested by any holder to provide
personal data.
{b) Criteria for Informed Consent. Consent may be deemed to be "informed
consent” only if the holder provides the following information to the data
subject, in a form comprehensible to him, and the data subject indicates his
understanding and agreement:
1. an explanation of how the data requested will be used and held;
2. a statement identifying the agencies or persons who are intended to
receive or hold the data, and an assurance that all such holders will keep
the data confidential; )
3. an offer to answer any inquiries concerning the methods of holding
data and the types of data to be held, with a statement indicating the
right of a person to ob;ect to such methods or types in accordance with .
751 CMR 7.04(4); and
4. a statement mdxcatmg any legal requirements of a person to pmvxde
the data requested and of any legal or administrative consequences arising
from a decision to withhold such data.
(c) Request on Data. A holder, upon request of an individual, shall inform
the individual, in writing and in a form cmnprehensible to him, whether such
bolder holds, or has held within the previous twenty-four (24) months, any
personal data concerning him,
(d) Statements of Rights. A holder shall fumish to any person requested to
provide personal data a statement listing all individual rights set forth in
these regulations,
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(e) Emergencies. A holder may disseminate medical or psychiatric datatoa .
physician treating a data subject, upon the request of said physician, if a

“medical or psychiatric emergency arises which precludes the data subject

from giving approval for the release of such data; provided, however, that the
data subject shall be given notice of such access upon_ termination of the
emergency. :

(3) Access by Data Subject.

{a) Right of Access of Data Subject.. Each data subject or his duly
authorized representative have access to any personal data concerning him,
except where prohibited by law or judicial order. In addition, each data
subject or his duly authorized representative shall enjoy the right to inspect
and copy any personal data held conceming him, except where prohibited by
law or judicial order. ’ ’
(b) Rules Governing Access to Data. A holder may adopt reasonable written
rules governing access to personal data, consistent with these regulations and
all pertinent legislation, which: ‘

1. insure that any substitute or proxy for the individual data subject be

duly authorized by him; o

2. regulate the time and place for inspection and the manner and cost of

copying; provided that the time for inspection shall not be unduly

restricted nor shall an unreasonable cost for copying be charged; and

3. require that data files be reviewed in the presence of or under the

supervision of the holder. T
{c) Denial of Access to Data. A holder may deny a request by a data subject
for access fo certain personal data, such as psychiatric or psychological data,
only if the denial of access is permitted by statute. :
(d) Notification of Denial of Access to Data, A holder shall notify in
writing an individual, in a form comprehensible to him, of its denial of his
request for access, the reasons therefore, and the rights of appeal set forth in
751 CMR 7.04(4).

(4) Obijections and Administrative Appeals.

(a) Objections by Data Subjects. A data subject who objects to the
collection, maintenance, dissemination, use, accuracy, completeness or type
of personal data held regarding him, may file an objection with the officer in
charge of the personal data system complained against. Should said officer
be ynavailable, the data subject may make his objection to the Secretary.
(b)) Responsibilities of Holder Pursuant to Objection. Pursuant to an
objection by a data subject, the officer responsible for a data system shall
within thirty (30) days of the receipt of the objection: -

1. notify, in writing, the sppropriate agency head under whose authority

personal data is held regarding the nature of the objection;

2. investigate the validity of the objection; and,

3. if, after the investigation the objection is found to be meritorious,

correct the contents of the data or the methods for holding or the use of

such data; or, if the objection is found to lack merit, provide the data

subject the opportunity to have a statement reflecting his views recorded

and disseminated with the data in question; and,

4. notify, in writing, .the appropriate agency head under whose authority

personal data is held regarding the action taken,
{c) Appeal of Holder's Decision. Any data subject, who objects to the
decision of the officer in charge of the personal data system may appeal the
matter, to the agency head under whose authority the personal data in
question is held. Such appeal shall be filed in writing within thirty (30) days
of notification of the decision by the officer in charge of the personal data
system, ' :
(d) Agency Head -- Adjudicatory Hearing. An agency head hearing an
appeal filed pursuant to 761 CMR 7.04(4)(c) shall;

1. at the behest of the appellant data subject convene an adjudicatory

hearing, in accordance with the provisions of M.G.L. c. 30A, within thirty

(30) days of the receipt of such appeal, and render a decision on the

merits within thirty (30) days of the conclusion of said hearing;

2. notify, in writing, the Secretary within seven (7) days of the receipt of
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such appeal, regarding the nature of and filing of the appeal; and, within

seven (7) days of rendering a final decision on the merits. regarding the

nature of the decision;

3. notify, within seven (7) days of rendering of a decision, in writing, the

appellant data subject and the appellee holder rgarding the nature of the

decision and opportunities for further appeal pursuant to these regulations.
(e) Petition to the Secretary. Any data subject who objects to the decision
issued pursuant to 751 CMR 7.04(4)(c) may, within thirty (30) days of the
notification of such decision, petition in writing for a review by the Secretary.
(f) Review by the Secretary — Discretionary Hearing. The Secretary having
received a petition filed pursuant to 751 CMR 7.04(4)(e), shall review the
previous decisions and all preceding actious by the holder or agency head, in
light of the original objection, and shall;

1. permit the parties to file written arguments on the appeal; and;

2. after reviewing all evidence and the arguments, convene a hearing to

be conducted in accordance with M.G.L. c. 30A, or deny any request for

such hearing within thirty (30) days of the receipt of the petition;

3. notify, in writing, the petitioner, and the holder in question or any

agency head rendering a prior decision regarding the nature of his decision

on the petition; and,

4. issue a decision on the merits of the matter within thirty (30) days of

the conclusion of any hearing conducted pursuant to this section.
(g) Failure to Render a Decision. Any failure to render a decision at any
stage of the appeal process within the time periods set out in this part shall
result in a decision favorable to the appellant data subject, except ‘hat the
time periods may be extended by agreement between the data =~ and the
holder complained of. .
(h) Judicial Relief. No provision of this Part shall » interpreted in such a
way as to preclude a data subject or the Attorne; General from bringing an
action in a court of proper jurisdiction in ~.cordance with M.GC.L. c. 214,
s. 3B, as added by St. 1975, c. 766, s. 3.

REGULATORY AUTHORITY

751 CMR 7.00:
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M.G.L. ¢. 66A;

M.G.L. ¢. 30, s. 63;

M.G.L. c. 214, s. 3B;

Mass. Executive Order No. 111 -- Fair Information Practices.
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